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Abstract. A general overview of the available methods for verifying the authenticity of texts
was performed, the advantages and disadvantages of each were analyzed. The shingle method has
been implemented, as well as a modified string-matching algorithm, which allows you to find even
modified and paraphrased plagiarism with high accuracy. The results obtained by various
verification methods were analyzed.
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Introduction

When checking texts for authenticity, the main indicator is the absence of
plagiarism in the text. Plagiarism is the use of another person's work in any form and
presenting that work as one's own without citing the original work. Most often, it is
used for personal gain. Currently, the following types of borrowed text are
distinguished:

1. direct plagiarism, i.e. copying someone else's work without indicating the

source

2. self-plagiarism — using one's own previous works

3. accidental plagiarism, i.e. failure to indicate the original source is

unintentional

4. outsourcing — hiring other writers, bloggers, friends to write on your behalf.

The problem of detecting plagiarism has become widespread with the advent of
the Internet, and each year it becomes more difficult to find the original author. This
problem is actively studied from an engineering and scientific point of view. On the
other hand, the fight against existing methods of identifying plagiarism is also
actively developing, namely:

* deep text rewriting

« retelling the text in your own words

* use of synonyms and epithets

* adding automatic transfers

« translation of foreign language texts

» use of materials not indexed in search engines

* replacing frequently repeated words

However, every year systems for checking the uniqueness of texts improve and
not every bypass can work. Today, there are hundreds of different resources for
checking texts for authenticity. In addition to information about whether the text is
unique, various implementations may additionally indicate the sources in which the
text was found, and which are considered original; the percentage of insignificant and
stop words in the text, and others.

Most plagiarism detection systems implement one of two general detection
approaches, which can be conventionally called external and internal. The external
approach is to compare a suspect document with a certain reference set, which is a set
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of documents that we believe to be completely authentic. Based on the document
similarity criteria, as well as the selected model, the task is to find all documents that
have text that is like the text in the suspicious document above the selected degree of
similarity. The internal approach is exclusively the use of certain techniques to
analyze suspicious text without performing comparisons with external documents.

The Fingerprint method

The fingerprint method is currently the most widely used method for detecting
plagiarism. This method represents each document as a sample of a certain number of
substrings (n-grams). Sets indicate the imprint of each document. A suspected
document is checked for plagiarism by calculating its fingerprint and comparing the
resulting fingerprint with previously calculated fingerprint indices for all documents
in the reference collection. If the prints match, then the corresponding text segments
also match and are potential plagiarism if they exceed the chosen similarity threshold.

The limiting factors of this method are computational resources and time, so this
approach is often used to check only a subset of fingerprints, with the aim of
speeding up the calculation and being able to check on a large collection of reference
documents

A common practice when working with a large set of documents is to create an
imprint of each document. In a more general sense, a print is a lower-order
representation of each document, and accordingly, a set of documents. To do this,
you can use the hash function shal or md5. The fingerprint method can be used for
different purposes depending on the hashing function.

Another possible approach is to use word filtering based on IDF (Inverted
Document Frequency) values, which are calculated before processing the entire
document corpus.

String-searching algorithm

When applied to the problem of authenticity of texts, documents are compared
for word-for-word matches. A variety of methods have been proposed for this task,
some of which have been adapted to an external plagiarism detection approach.

Validating a document using this method requires a lot of computation and
storing all the documents in the reference collection in a comparable form in order to
compare them pairwise. As a rule, suffix models of documents, such as suffix vectors
or suffix trees, are used for this. However, the use of this approach remains quite
computationally expensive, which makes it unsuitable for checking large collections
of documents.

Citation based plagiarism detection

Citation-based plagiarism detection relies on citation analysis and is therefore
the only approach to plagiarism detection that does not rely on textual similarity. This
method examines citation and background information in texts to identify similar
patterns in citations. Therefore, this approach can be applied to scientific texts or
other academic documents that contain citations.

Prototypes with citation-based plagiarism detection systems already exist.
Citation proximity and similar order are the main criteria used to calculate document
similarity. The absolute or relative share of total citations, the probability that the
citations coincide in the document are also considered.
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Stylometry

Stylometry uses statistical methods to determine an author's unique writing style
and is primarily used to determine authorship. By creating and comparing stylometric
models for different segments of the text, it is possible to identify paragraphs that are
stylistically different from the rest, and therefore potentially borrowed.

The shingles algorithm

In 1997, Andrii Broder and Udi Manber proposed a "syntactic" method for
evaluating the similarity of documents, which is based on the representation of a
document in the form of a set of various sequences of a specific length, which consist
of neighboring words. Such sequences are called "shingles". Two documents will be
considered similar if their shingle sets overlap. The number of shingles roughly
corresponds to the length of the number of words in the document, which is usually a
large number.

Stages of text comparison for similarity:

1. canonization of the text.

2. breaking the text into shingles.

3. calculation of shingle hashes.

4. preparation of a sample of control amounts.

5. checking texts for plagiarism.

Implementation of the prototype

The panl3-text-alignment set of documents was used to develop the prototype.
This corpus contains more than 3,000 original documents and about 2,000 documents
that are suspected of plagiarism.

The first step was to create a basic version based on the shingle method. In most
cases, this algorithm is used to find copies and duplicates, however, using various
modifications, it can also be used to find individual paragraphs containing plagiarism.
For this purpose, the algorithm for checking for plagiarism of a new document can be
conditionally divided into two separate stages:

1. finding the most suspicious original documents

2. detailed comparison with each of the found documents.

3. Modified algorithm

We have a set of original unique documents.

1) The first stage of their processing will be the separation of words and parts of
speech for each word. For this purpose, you need to use MaxentTagger, which
belongs to the Stanford POS Tagger library. The document is divided into sentences,
then each sentence is analyzed. Words are selected from the received list of sentence
elements. Next, the words are filtered by removing stop words, and words whose
length is less than three letters are additionally screened out. The remaining words are
entered in the word list of the current document.

2) The next step is word normalization. The word is cleaned from unnecessary
characters and with the help of the library for working with WordNet, its basic form
i1s returned for each word. This process is performed for the following parts of
speech: noun, verb, adjective, adverb.

3) Document indexing. Using Apache Lucene, we add the document and
additional information about it to the directory where they will be stored. All the text
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from the document, which after the previous steps is presented as separated words in
the basic form, is stored in one field.

4) All words are extracted from the document, regardless of the number, and
entered into a separate set, which, after processing the entire corpus, will be used to
find the IDF of each word. In this way, a list of words is formed, which can be used
as a dictionary, as well as a correspondence between the word and the number of
documents in which this word is written is created.

5) Repeat previous steps for each document from the existing set of documents.

6) Calculate the IDF. Words whose IDF is less than a certain threshold will not
be considered during the check in addition to stop words.

7) Additional algorithm is used to do the comparison of the data after it was
normalized using the steps above.

Summary and conclusions.

The paper considered such an algorithm as the shingles method, as well as its
modification for searching for plagiarism that was rewritten. A set of PAN-13
documents was used for testing, consisting of about five thousand documents,
including more than three thousand original ones and more than one thousand
suspected of plagiarism.

It can be concluded that the modified algorithm works much better in complex
cases. It is based on the search for sequences of words and their synonyms in the
indexed documents of the collection. To improve the results, used document indexing
and full-text search in Apache Lucene, Stanford POS-tagger for sentence analysis and
finding parts of speech for each word, and WordNet dictionary for finding synonyms
of words.

The modified algorithm shows a low speed of work when checking large
volumes of text, or in the case when the library of original documents is very large. In
this case, the following modification can be applied: break the process of checking a
document for plagiarism into two separate stages. The first step will be to use the
shingle method to find the most similar to the suspect original documents from the
library. At the second stage, a modified algorithm will be checked, but the document
will be compared only with those documents that were found in the previous stage,
and not with the entire library. This approach will make it possible to speed up the
inspection.
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